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Chapter 1. IPv4/IPv6 Addressing and
Routing Review

This chapter covers the following topics:

IPv4 Addressing: This section provides a review of IPv4 addressing
and covers issues you might face and how to troubleshoot them.

DHCP for IPv4: This section reviews DHCP for IPv4 operations,
explores potential DHCP issues, and examines the output of various
DHCP show commands.

IPv6 Addressing: This section provides a brief review of IPv6
addressing.

IPv6 SLAAC, Stateful DHCPv6, and Stateless DHCPv6: This
section explores how clients obtain IPv6 addressing information using
SLACC, stateful DHCPv6, and stateless DHCPv®6.

Packet-Forwarding Process: This section discusses the packet-
forwarding process and the commands to verify the entries in the data
structures that are used for this process. It also provides you with a
collection of Cisco IOS Software commands that could prove useful
when troubleshooting related issues.

Routing Information Sources: This section explains which sources of
routing information are the most believable and how the routing table
interacts with various data structures to populate itself with the best
information.

Static Routes: This section reviews how to configure and verify IPv4
and IPv6 static routes.

Trouble Tickets: This section provides a number of trouble tickets that
demonstrate how a structured troubleshooting process is used to solve a
reported problem.
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IPv6 is currently being deployed, but that deployment is occurring at a slow
pace. Most networks still rely on IPv4, and many new networks and network
additions are being deployed with IPv4. Therefore, you still need the skills to
successfully configure, verify, and troubleshoot IPv4 addressing. Therefore,
this chapter provides a review of IPv4 addressing.

Typically, when deploying IPv4 addresses, Dynamic Host Configuration
Protocol (DHCP) is used so that addresses can be dynamically assigned.
However, with this dynamic process, issues may arise that prevent a device
from successfully obtaining an IPv4 address from a DHCP server. Therefore,
this chapter reviews how DHCP operates and how to identify the issues that
may prevent a client from obtaining an IP address from a DHCP server.

Sooner or later, organizations will have to switch to IPv6. There is a whole
lot more to IPv6 than just having a larger address space than IPv4. This
chapter reminds you how IPv6-enabled devices determine whether a
destination is local or remote and explores the various options for address
assignment and what to look out for when troubleshooting.

Before you dive into the advanced routing topics such as Enhanced Interior
Gateway Routing Protocol (EIGRP), Open Shortest Path First (OSPF), and
Border Gateway Protocol (BGP), you need to review the packet-delivery
process (also known as the routing process). This is the process that a router
goes through when a packet arrives at an ingress interface and needs to be
packet switched to an egress interface. It does not matter whether the packet
is an IPv4 or IPv6 packet. Either way, the router goes through the same steps
to successfully take a packet from an ingress interface and packet switch it to
the egress interface. You also need to review how a router populates the
routing table with “the best” routes. What classifies those routes as the best?
Is an EIGRP-learned route better than a static route? What about an OSPF-
learned route or a BGP-learned route? How do they compare to the other
sources of routing information? When multiple sources provide the same
routing information, you need to be able to identify why the router made the
decision it made.

Static routes are part of every network. However, because they are manually
configured, they are prone to human error, which can produce suboptimal
routing or routing loops; therefore, this chapter reviews IPv4 and IPv6 static
routing configuration and verification.
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Notice that this chapter is mostly a review of IPv4/IPv6 addressing, DHCP
for IPv4/IPv6, the packet-forwarding process, administrative distance, and
static routing that you learned in CCNA or ENCORE. I encourage you not to
skip this chapter as it is a great place to warm up for what is to come in the
rest of this book, which prepares you for the Implementing Cisco Enterprise
Advanced Routing and Services (ENARSI) exam.

“Do I Know This Already?” Quiz

The “Do I Know This Already?” quiz allows you to assess whether you
should read this entire chapter thoroughly or jump to the “Exam Preparation
Tasks” section. If you are in doubt about your answers to these questions or
your own assessment of your knowledge of the topics, read the entire chapter.
Table 1-1 lists the major headings in this chapter and their corresponding “Do
I Know This Already?” quiz questions. You can find the answers in
Appendix A, “Answers to the ‘Do I Know This Already?’ Quiz Questions.”

Table 1-1 “Do I Know This Already?” Section-to-Question

Mapping

Foundation Topics Section Questions
[Pv4 Addressing 1-3
DHCP for IPv4 4-6

IPv6 Addressing 7-8

IPv6 SLAAC, Stateful DHCPv6, and Stateless DHCPv6 9-12

Packet-Forwarding Process 13-15

Routing Information Sources 16-17

Static Routes 18-19
Caution
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The goal of self-assessment is to gauge your mastery of the topics in this
chapter. If you do not know the answer to a question or are only partially
sure of the answer, you should mark that question as wrong for purposes
of self-assessment. Giving yourself credit for an answer that you correctly
guess skews your self-assessment results and might provide you with a
false sense of security.

1. What occurs when a PC with the IP address 10.1.1.27/28 needs to
communicate with a PC that has IP address 10.1.1.18? (Choose two.)
a. It sends the frame to its default gateway.
b. It sends the frame directly to the destination PC.
c¢. Ituses ARP to get the MAC address of the default gateway.
d. Ituses ARP to get the MAC address of the destination PC.

2. What occurs when a PC with the IP address 10.1.1.27/29 needs to
communicate with a PC that has IP address 10.1.1.18? (Choose two.)

It sends the frame to its default gateway.

It sends the frame directly to the destination PC.

It uses ARP to get the MAC address of the default gateway.

It uses ARP to get the MAC address of the destination PC.

0 T

3. Which command enables you to verify the IP address configured on a
router’s interface?
a. ipconfig
b. show ip interface
c. arp-a
d. show ip arp

4. What is the correct order of operations for the DHCP for IPv4 process?
Offer, Request, Ack, Discover
Discover, Request, Ack, Offer
Request, Offer, Discover, Ack
Discover, Offer, Request, Ack

ep TP

5. Which command is needed on a router interface to forward DHCP
Discover messages to a DHCP server on a different subnet?

a. ip address dhcp
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b. ip helper-address
c. ip dhcp-forwarder
d. ip dhcp server

6. Which command enables a router interface to obtain an IP address from a
DHCP server?
a. ip dhcp client
b. ip dhcp server
c. ip address dhcp
d. ip helper-address

7. What protocol is used with IPv6 to determine the MAC address of a
device in the same local area network?
a. Address Resolution Protocol
b. Inverse Address Resolution Protocol
c¢. Neighbor Discovery Protocol
d. Neighbor Solicitation

8. Which of the following are true when using EUI-64? (Choose two.)
a. The interface MAC address is used unmodified.
b. The interface MAC address is used with FFFE added to the middle.
¢. The seventh bit from the left in the MAC address is flipped.
d. The seventh bit from the right in the MAC address is flipped.

9. What command is used on a Cisco IOS router to enable SLAAC on an
interface?
a. ipv6 address autoconfig
b. ipv6 address dhcp
c. ipv6 address prefix eui-64
d. ipv6 nd ra suppress

10. Which of the following are requirements for stateless address
autoconfiguration to function? (Choose three.)

The prefix must be /64.

The router must be sending and not suppressing RA messages.

The router must be enabled for IPv6 unicast routing.

The router must be sending RS messages.

0T
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11. Which command is used to enable a router to inform clients that they
need to get additional configuration information from a DHCPv6 server?

ipv6 nd ra suppress

ipv6 dhcp relay destination

ipv6 address autoconfig

ipv6 nd other-config-flag

0 TP

12. What command enables you to configure a router interface as a DHCPv6
relay agent?
a. ipv6 forwarder
b. ipv6 helper-address
c. ipv6 dhcp relay destination
d. ipv6 dhcp client

13. Which two data structures reside at the router’s data plane?

a. [P routing table

b. ARP cache

c¢. Forwarding Information Base
d. Adjacency table

14. Which command enables you to verify routes in the FIB?

a. show ip route
b. show ip arp
c¢. show ip cef
d.

show adjacency detail

15. Which of the following populate a routing protocol’s data structure, such
as the EIGRP topology table? (Choose three.)
a. Updates from a neighbor
b. Redistributed routes
c. Interfaces enabled for the routing process
d. Static routes

16. Which of the following has the lowest default administrative distance?
a. OSPF
b. EIGRP (internal)
c. RIP
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d. eBGP
17. What is the default administrative distance of an OSPF intra-area route?
a. 90
b. 110
c¢ 115
d. 120
18. How can you create a floating static route?
a. Provide the static route with a metric higher than the preferred source
of the route.
b. Provide the static route with a metric lower than the preferred source
of the route.
¢. Provide the static route with an AD higher than the preferred source
of the route.
d. Provide the static route with an AD lower than the preferred source of

the route.

19. What occurs when you create an IPv4 static route with an Ethernet
interface designated instead of a next-hop IP address?

d.

b.

The router uses ARP to get the MAC address of the directly
connected router’s IP address.

The router forwards the packet with the destination MAC address
FFFF:FFFF.FFFF.

The router uses ARP to get the MAC address of the IP address in the
source of the packet.

The router uses ARP to get the MAC address of the IP address in the
destination of the packet.

Foundation Topics

IPv4 Addressing

Just as your personal street address uniquely defines where you live, an IPv4
address uniquely defines where a device resides in a network. Your street
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address is made of two parts—the street name and the number of your
residence—and the combination of these is unique within your city/town. As
a result, a pizza delivery person can bring your pizza to your house in 30
minutes, or it is free. If your house is addressed incorrectly, you may not get
your pizza, and you do not want that to happen.

Similarly, with IPv4 addressing, if devices are addressed incorrectly, they
may not receive the packets that are intended for them. Therefore, it is
imperative that you have a solid understanding of IPv4 addressing and how to
verify that devices are addressed correctly on a network. This section
provides a review of IPv4 addressing and discusses issues you might face and
how to troubleshoot them.

IPv4 Addressing Issues

An IPv4 address is made up of two parts: a network/subnet portion and a host
portion. It is imperative that all devices in the same network/subnet share
exactly the same network/subnet portion. If they are not the same, the PC
could end up addressing the Layer 2 frame incorrectly and sending the packet
in the wrong direction. Figure 1-1 shows a sample subnet (10.1.1.0/26) with
two PCs and their default gateway, R1.

10.1.1.0/26
10.1.1.10 ——i
255.255.255.192 I
: e’
DG:10.1.1.1 ;-;/;D
192.0.2.1
g ==
10.1.1.20 —
255.255.255.192 I
DG:10.1.1.1 ——
%

Figure 1-1 Correct IPv4 Addressing Example
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When PC1 needs to communicate with PC2, it does a DNS lookup for the IP
address of PC2. The IP address 10.1.1.20 is returned. Now PC1 needs to
determine whether PC?2 is located in the same subnet because this determines
whether the frame has the MAC address of PC2 or the MAC address of the
default gateway (DG). PC1 determines its network/subnet portion by
comparing its IP address to its subnet mask in binary, as follows:

Click here to view code image

00001010.00000001.00000001.00001010 - PCl IP address in binary
11111111.11111111.11111111.11000000 - PC1l subnet mask in binary

00001010.00000001.00000001.00 - PCl network/subnet ID

(The 1s in the subnet mask identify the network portion.)

Now PC1 compares exactly the same binary bits to those binary bits in PC2’s
address, as follows:

Click here to view code image

00001010.00000001.00000001.00 - PCl network/subnet ID
00001010.00000001.00000001.00010100 - PC2 IP address in binary

Because the binary bits are the same, PC1 concludes that PC2 is in the same
network/subnet; therefore, it communicates directly with it and does not need
to send the data to its default gateway. PC1 creates a frame with its own
source MAC address and the MAC address of PC2 as the destination.

Consider what occurs when PC1 needs to communicate with the web server
at 192.0.2.1. It does a DNS lookup for the IP address of the web server. The
IP address 192.0.2.1 is returned. Now PC1 needs to determine whether the
web server is located in the same network/subnet. This determines whether
the frame has the MAC address of the web server or the MAC address of the
DG. PC1 determines its network/subnet portion by comparing its IP address
to its subnet mask in binary, as follows:

Click here to view code image

00001010.00000001.00000001.00001010 - PCl IP address in binary
11111111.11111111.11111111.11000000 - PC1l subnet mask in binary
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00001010.00000001.00000001.00 - PCl network/subnet ID

(The 1s in the subnet mask identify the network portion.)

Now PC1 compares exactly the same binary bits to those binary bits in the
web server address, as follows:

Click here to view code image

00001010.00000001.00000001.00 - PCl network/subnet ID
11000000.00000000.00000010.00000001 - web server IP address in

binary

PC1 concludes that the web server is in a different network/subnet because
the bits are not the same; therefore, to communicate with the web server, it
needs to send the data to its default gateway. PC1 creates a frame with its
own source MAC address and the MAC address of R1 as the destination.

As you can see, accurate IP addressing is paramount for successful
communication. Let’s look at what happens if PC1 is configured with the
wrong subnet mask (255.255.255.240), as shown in Figure 1-2.

10.1.1.0/26
10.1.1.10 —
255.255.255.240 I
- _/
DG:H0.1.11 =2
e 192.0.2.1
10.1.1.20 —_—
255.255.255.192 I
DG:10.1.1.1 ——
y ¥4

Figure 1-2 Incorrect IPv4 Addressing Example
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PC1 determines its network/subnet portion by comparing its IP address to its
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subnet mask in binary, as follows:

Click here to view code image

00001010.00000001.00000001.00001010 - PC1l IP address in binary
11111111.11111111.11111111.11110000 - PC1l subnet mask in binary

00001010.00000001.00000001.0000 - PCl network/subnet ID

Now PC1 compares exactly the same binary bits to those binary bits in PC2’s
address, as follows:

Click here to view code image

00001010.00000001.00000001.0000 - PCl network/subnet ID
00001010.00000001.00000001.00010100 - PC2 IP address in binary

PC1 concludes that PC2 is not in the same network/subnet because the binary
bits are not the same. Therefore, it cannot communicate directly with it and
needs to send the frame to the router so that the router can route the packet to
the subnet PC2 is in. However, the PCs are actually connected to the same
subnet, and as a result, there is an IPv4 addressing and connectivity issue.

Not only does an improper subnet mask cause issues, but an inappropriate IP
address combined with the correct subnet mask also causes issues. In
addition, if the default gateway is not configured correctly on the PCs,
packets are not forwarded to the correct device when packets need to be sent
to a different subnet.

As a troubleshooter, you must recognize these issues and eliminate them as
possible issues quickly. You verify the IP addressing information on a
Windows PC by using the ipconfig command, as shown in Example 1-1. On
an 10S router or IOS switch, you verify IP addressing information by using
the show ip interface interface_type interface_number command, as also
shown in Example 1-1.

Example 1-1 Verifying IP Addressing on a PC and on a Router
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Click here to view code image

C:\>ipconfig

Windows IP Configuration
Ethernet adapter PCl:

Connection-specific DNS Suffix

IP Address. . . . . . . . . . . .: 10.1.1.10

Subnet Mask . . . . . . . . . . .: 255.255.255.192

IP Address. . . « <« « « « « . . .: 2001:10::10

IP Address. . . . . . « « . . . .: feB80::4107:2cfb:df25:5124%7
Default Gateway . . . . . . . . .: 10.1.1.1

R1# show ip interface gigabitEthernet 1/0

GigabitEthernetl/0 is up, line protocol is up
Internet address is 10.1.1.1/26

...output omitted...

Key
Topic

Determining IP Addresses Within a Subnet

This section describes a quick way to determine all the TP addresses that will
be in a particular subnet. Refer to Figure 1-3 as you are exploring this
method.
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10.1.1.0/26

10.1.1.74 —
255.255.255.192 I
DG:10.1.1.1 =—7—

r &/

1 e 192.0.2.1

10.1.1.20 —_—
255.255.255.192 PCZI
DG:10.1.1.1 =

A, &

Figure 1-3 Determining IP Addresses Within a Subnet

In the subnet mask, find the most interesting octet. In binary, it’s the octet
with the last binary 1. In decimal, it’s the last octet that is greater than 0. In
this case, for 255.255.255.192, the fourth octet is the last octet with a value
great than 0. The value of this octet is 192. If your subnet mask were
255.255.192.0, then it would be the third octet. Consider the subnet mask
255.255.255.0. Because the fourth octet is a 0, it would be the third octet, as
it’s the last octet with a value greater than 0.

Now, subtract 192 from 256. The result is 64. The number 64 represents the
block size or the number you are counting by in that octet. The subnet in this
case is 10.1.1.0/26, and because the block size is 64, this subnet begins at
10.1.1.0/26 and ends at 10.1.1.63/26. The next subnet is 10.1.1.64/26 to
10.1.1.127/26. The third subnet is 10.1.1.128/26 to 10.1.1.191/26, and so on.

Now compare the addresses of devices with the subnet ranges you just
identified. In this case, PC1, PC2, and an interface on R1 are supposed to be
in the same subnet. As a result, they better all be addressed correctly, or
communication will not occur correctly. For example, if you are reviewing
the output of ipconfig on PC1, as shown in Example 1-2, now that you have
the ranges, you can easily see that PC1 is not in the same subnet as R1 and
PC2. Although they have the same subnet mask, in this case PC1 falls in the
range 10.1.1.64/26 to 10.1.1.127/26, whereas PC2 and the default gateway
fall in the range 10.1.1.0/26 to 10.1.1.63/26. PC1 is in a different
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network/subnet, but it should be in the same subnet, according to Figure 1-3.
You must fix the address on PC1 so that it is within the correct
network/subnet.

Example 1-2 Verifying IP Addressing on a PC with the ipconfig
Command

Click here to view code image

C:\>ipconfig

Windows IP Configuration
Ethernet adapter PCl:

Connection-specific DNS Suffix . :

IP Address. . . . . . . . . . . .: 10.1.1.74
Subnet Mask . . . . . . . . . . .: 255.255.255.192
IP Address. . . « <« « « « « . + .: 2001:10::10
IP Address. . . .« « « v o « o« . . : fe80::4107:2cfb:df25:5124%7
Default Gateway . . . . . . . . . : 10.1.1.1
DHCP for IPv4

Dynamic Host Configuration Protocol (DHCP) is commonly used for
assigning IPv4 address information to a network host. Specifically, DHCP
allows a DHCP client to obtain an IP address, subnet mask, default gateway
IP address, DNS server IP address, and other types of IP addressing
information from a DHCP server. The DHCP server can be local within the
subnet, in a remote subnet, or the same device that is also the default
gateway.

Because using DHCP is the most common way to deploy IPv4 addresses, you
need to be well versed in the DHCP process and able to recognize issues
related to DHCP. This section explains how DHCP operates and focuses on
how to identify DHCP-related issues.
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Reviewing DHCP Operations

If you have a cable modem, Digital Subscriber Line (DSL), or fiber
connection in your home, your router more than likely obtains its IP address
from your service provider through DHCP. The router is also acting as a
DHCEP server for the devices in your home. In corporate networks, when a PC
boots, that PC receives its IP address configuration information from a
corporate DHCP server. Figure 1-4 illustrates the exchange of messages
(Discover, Offer, Request, Acknowledgment [DORA] process) that occurs as
a DHCP client obtains IP addressing information from a DHCP server.

(1 =(
— DHCP DISCOVER -I
r 4 | —
DHCP Client Step 1 DHCP Server
DHCP OFFER 104142
Step 2
DHCP REQUEST
Step 3
DHCP ACK
Step 4

Figure 1-4 DHCP DORA Process
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The DORA process works as follows:

Step 1. When a DHCP client initially boots, it has no IP address, default
gateway, or other such configuration information. Therefore, the
way a DHCP client initially communicates is by sending a
broadcast message (that is, a DHCPDISCOVER message) to
destination IP address 255.255.255.255 and destination MAC
address FFFF:FFFF:FFFF in an attempt to discover a DHCP server.
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The source IP address is 0.0.0.0, and the source MAC address is the
MAC address of the sending device.

Step 2. When a DHCP server receives a DHCPDISCOVER message, it can
respond with a DHCPOFFER message with an unleased IP address,
subnet mask, and default gateway information. Because the
DHCPDISCOVER message is sent as a broadcast, more than one
DHCP server might respond to this Discover message with a
DHCPOFFER. However, the client typically selects the server that
sent the first DHCPOFFER response it received.

Step 3. The DHCP client communicates with the selected server by sending
a broadcasted DHCPREQUEST message indicating that it will be
using the address provided in the DHCPOFFER and, as a result,
wants the associated address leased to itself.

Step 4. Finally, the DHCP server responds to the client with a DHCPACK
message indicating that the IP address is leased to the client and
includes any additional DHCP options that might be needed at this
point, such as the lease duration.

Notice that in step 1, the DHCPDISCOVER message is sent as a broadcast.
The broadcast cannot cross a router boundary. Therefore, if a client resides on
a different network from the DHCP server, you need to configure the default
gateway of the client as a DHCP relay agent to forward the broadcast packets
as unicast packets to the server. You use the ip helper-address ip_address
interface configuration mode command to configure a router to relay DHCP
messages to a DHCP server in the organization.

To illustrate, consider Figure 1-5 and Example 1-3. In the figure, the DHCP
client belongs to the 172.16.1.0/24 network, whereas the DHCP server
belongs to the 10.1.1.0/24 network. Router R1 is configured as a DHCP relay
agent, using the syntax shown in Example 1-3.
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DHCP DISCOVER - DHCP DISCOVER -
Broadcast Unicast

A
Fa 0/0 e Fa 0/1 =i
s -

0

llllll!;l" q q
DHCP Client DHCP Relay DHCP Server

172.16.1.0/24 Agent 10.1.1.0/24 2
Figure 1-5 DHCP Relay Agent
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Example 1-3 DHCP Relay Agent Configuration

Click here to view code image

R1# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Rl (config) # service dhcp

Rl (config)# interface fa 0/0

Rl (config-if)# ip helper-address 10.1.1.2

In the configuration, notice the service dhcp command. This command
enables the DHCP service on the router, which must be enabled for the
DHCP services to function. This command is usually not required because
the DHCP service is enabled by default; however, when troubleshooting a
DHCP relay agent issue, you might want to confirm that the service is
enabled. Also, the ip helper-address 10.1.1.2 command specifies the IP
address of the DHCP server. If the wrong IP address is specified, the DHCP
messages are relayed to the wrong device. In addition, the ip helper-address
command must be configured on the interface that is receiving the
DHCPDISCOVER messages from the clients. If it isn’t, the router cannot
relay the DHCP messages.

When you configure a router to act as a DHCP relay agent, realize that it
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relays a few other broadcast types in addition to a DHCP message. Other
protocols that are forwarded by a DHCP relay agent include the following:

= TFTP

m Domain Name System (DNS)
m Internet Time Service (ITS)

= NetBIOS name server

= NetBIOS datagram server

= BootP

= TACACS

As a reference, Table 1-2 provides a comprehensive list of DHCP message
types you might encounter while troubleshooting a DHCP issue.

Table 1-2 DHCP Message Types

DHCP Message Description

DHCPDISCOVER|A client sends this message in an attempt to locate a
DHCP server. This message is sent to broadcast IP
address 255.255.255.255, using UDP port 67.

DHCPOFFER A DHCP server sends this message in response to a
DHCPDISCOVER message, using UDP port 68.

DHCPREQUEST [This broadcast message is a request from the client
to the DHCP server for the IP addressing
information and options that were received in the
DHCPOFFER message.

DHCPDECLINE |This message is sent from a client to a DHCP
server to inform the server that an IP address is
already in use on the network.
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DHCPACK A DHCP server sends this message to a client and
includes IP configuration parameters.

DHCPNAK A DHCP server sends this message to a client and
informs the client that the DHCP server declines to
provide the client with the requested IP
configuration information.

DHCPRELEASE |A client sends this message to a DHCP server and
informs the DHCP server that the client has
released its DHCP lease, thus allowing the DHCP
server to reassign the client IP address to another
client.

DHCPINFORM  |This message is sent from a client to a DHCP
server and requests IP configuration parameters.
Such a message might be sent from an access server
requesting IP configuration information for a
remote client attaching to the access server.

In addition to acting as a DHCP relay agent, a router might act as a DHCP
client. Specifically, the interface of a router might obtain its IP address from a
DHCP server. Figure 1-6 shows a router acting as a DHCP client, where the
router’s Fast Ethernet 0/1 interface obtains its IP address from a DHCP
server. Example 1-4 provides the configuration for the router in the topology
(that is, router R1). Notice that the dhcp option is used in the ip address
command, instead of the usual IP address and subnet mask information.
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