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INTRODUCTION

The dizzying pace of information systems innovation has made vast expanses
of information available to organizations and the public. Often, design flaws
and technical vulnerabilities bring unintended consequences, often in the
form of information theft and disclosure. The result: a patchwork of laws,
regulations, and standards such as Sarbanes-Oxley, the European Data
Protection Directive, Gramm-Leach-Bliley, HIPAA, PCI-DSS, PIPEDA, and
scores of U.S. state laws requiring public disclosure of security breaches
involving private information. Through these, organizations are either
required or incentivized to perform their own internal audits or undergo
external audits that measure compliance in order to avoid penalties, sanctions,
and embarrassing news headlines.

These developments continue to drive demand for IT security
professionals and IS auditors. These highly sought professionals play a
crucial role in the development of better compliance programs and reduced
risk.

The Certified Information Systems Auditor (CISA) certification,
established in 1978, is indisputably the leading certification for IS auditing.
Demand for the CISA certification has grown so much that the once-per-year
certification exam was changed to twice per year in 2005, and is now offered
three times each year. In 2005, the CISA certification was awarded
accreditation by the American National Standards Institute (ANSI) under
international standard ISO/IEC 17024. CISA is also one of the few
certifications formally approved by the U.S. Department of Defense in its
Information Assurance Technical category (DoD 8570.01-M). In 2009, SC
Magazine named CISA the best professional certification program. In 2016,
there were over 100,000 professionals holding the certification.

IS auditing is not a “bubble” or a flash in the pan. Rather, IS auditing is a
permanent fixture in IS/IT organizations that have to contend with new
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technologies; new systems; new threats; and new data security and privacy
laws, regulations, and standards. The CISA certification is the gold standard
certification for professionals who work in this domain.

Purpose of This Book

Let’s get the obvious out of the way: this is a comprehensive study guide for
the IT or audit professional who needs a serious reference for individual or
group-led study for the Certified Information Systems Auditor (CISA)
certification. The majority of the content in this book contains the technical
information that CISA candidates are required to know.

This book is also a reference for aspiring and practicing IS auditors. The
content that is required to pass the CISA exam is the same content that
practicing auditors need to be familiar with in their day-to-day work. This
book is an ideal CISA exam study guide as well as a desk reference for those
who have already earned their CISA certification.

This book is also invaluable for security and business professionals who
are required to undergo external audits from audit firms and examinations
from regulators. Readers will gain considerable insight into the practices and
methods used by auditors; this helps not only in internal audit operations but
also to better understand external auditors and how they work.

This book is an excellent guide for someone exploring the IS audit
profession. The study chapters explain all of the relevant technologies and
audit procedures, and the appendices explain process frameworks and the
practical side of professional audits. This is useful for those readers who may
wonder what the IS audit profession is all about.

How This Book Is Organized

This book is logically divided into four major sections:

* Introduction This Introduction to the book plus Chapter 1 provide an
overview of the CISA certification and the IS audit profession.

» CISA study material Chapters 2 through 6 contain everything an
aspiring CISA candidate is required to know for the CISA exam. This
same material is a handy desk reference for aspiring and practicing IS
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auditors.

+ IS auditor reference Appendix A walks the reader through the entire
process of a professional IS audit, from audit planning to delivery of
the final report. Appendix B discusses control frameworks; this will
help an IS auditor who needs to understand how control frameworks
function, or who is providing guidance to an organization that needs to
implement a control framework.

Notes on the Third Edition

ISACA has historically recalibrated the contents of its certifications every
five years. In late 2015, ISACA announced that it would update the CISA job
practice (the basis for the exam and the requirements to earn the
certification), effective in the June 2016 examination. In order to keep this
book up to date, I contacted Tim Green at McGraw-Hill so that we might
develop a plan for the third edition of this book as quickly as possible. This
book is the result of that effort.

The new CISA job practice information was made available in late
December 2015. We began work at that time to update the second edition
manuscript. The result is this book, which has been updated to reflect all of
the changes in the CISA job practice, as well as changes in audit practices,
information security, and information technology since the second edition
was published.

Changes to the CISA Job Practice

Table 1 illustrates the old and new CISA job practices and their relation to
chapters in this book.
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2011-2015 CISA Job Practice =~ 2016 CISA Job Practice Book Chapter

1. The Process of Auditing 1. The Process of Auditing 3.The Audit Process
Information Systems (14%) Information Systems (21%)

2. Governance and 2. Governance and Management  2.IT Governance and
Management of IT (14%) of IT (16%) Management

3. Information Systems 3. Information Systems 4.1T Life Cycle
Acquisition, Development, and  Acquisition, Development, and Management
Implementation (19%) Implementation (18%)

4. Information Systems 4. Information Systems Operations, 5. T Service Delivery
Operation, Maintenance, and Maintenance, and Service and Infrastructure
Support (23%) Management (20%)

5. Protection of Information 5. Protection of Information 6. Information Asset
Assets (30%) Assets (25%) Protection

Table 1 Old and New CISA Job Practices

A noteworthy change to the 2016 CISA job practice is the increase in
weight of the first domain, The Process of Auditing Information Systems. In
2010 this was only 10 percent of the exam, during 2011-15 it was 14 percent,
and now it is 21 percent of the exam. The “A” in CISA receives more
emphasis.

Within each domain, the CISA job practice contains many Knowledge
Statements and Task Statements. These Knowledge Statements and Task
Statements have undergone significant changes in their wording, but often the
underlying meanings are similar to the old CISA job practice.

There are, however, several CISA job practice Knowledge Statements that
are entirely new, listed here:

« KS1.11 Knowledge of various types of audits (e.g., internal, external,
financial) and methods for assessing and placing reliance on the work
of other auditors or control entities

» KS2.12 Knowledge of the practices for monitoring and reporting of
controls performance (e.g., continuous monitoring, quality assurance

[QA])

» KS2.17 Knowledge of the procedures used to invoke and execute the
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business continuity plan (BCP) and return to normal operations

KS3.2 Knowledge of IT acquisition and vendor management practices
(e.g., evaluation and selection process, contract management, vendor
risk and relationship management, escrow, software licensing),
including third-party outsourcing relationships, IT suppliers, and
service providers.

KS4.1 Knowledge of service management frameworks
KS4.4 Knowledge of enterprise architecture (EA)

KS4.8 Knowledge of job scheduling practices, including exception
handling

KS4.14 Knowledge of data quality (completeness, accuracy, integrity)
and life cycle management (aging, retention)

KS4.17 Knowledge of the operational risk and controls related to end-
user computing

KS5.1 Knowledge of the generally accepted practices and applicable
external requirements (e.g., laws, regulations) related to the protection
of information assets

KS5.2 Knowledge of privacy principles

KS5.19 Knowledge of the security risk and controls related to end-
user computing

KS5.20 Knowledge of methods for implementing a security
awareness program

KS5.26 Knowledge of the fraud risk factors related to the protection
of information assets

Some of these new Knowledge Statements represent additional emphasis
on subjects that have been a part of the CISA job practice (e.g., types of
audits, security awareness, and control performance), while others are
evidence of the need for IS auditors to be familiar with emerging threats,
trends, and practices (e.g., enterprise architecture, service management
frameworks, and privacy).

A few Task Statements are also new:

* TS4.6 Evaluate data quality and life cycle management to determine
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whether they continue to meet strategic objectives.

» TS4.9 Evaluate end-user computing to determine whether the
processes are effectively controlled and support the organization’s
objectives.

» TS5.6 Evaluate the information security program to determine its
effectiveness and alignment with the organization’s strategies and
objectives.
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